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Secure 
Desktops 
with Qubes: 
Introduction
Learn about next-generation desktop security 
with Qubes.
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servers to only what is necessary. In a modern environment where a server 
is running only SSH plus maybe one or two other networked services, 

does get hacked, ideally you can detect it, isolate that server and respond 

different
action you take with your desktop computer opens up a new way to 

risky plugins like Flash installed, is one major way a desktop can be 

building and executing someone else’s code or running services directly on 
their desktop to test out their own code. Although some Linux users are 

that lets them get back into your machine whenever they want, and in the 

up access to other computers.

LJ264-April2016.indd   51 3/22/16   10:13 AM

http://LinuxJournal.com


HACK AND /

52  |  April 2016  |  LinuxJournal.com

the damage an attacker can do by separating your activities and their 

How Qubes Works

want multiple desktop environments running inside their own windows. 
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desktop environment.

the application appears with a window border that is colorized based 

one might be colored red while your banking browser might be colored 

Figure 1. Multiple Windows with Different Colors
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demonstrates the point.

 
 

become too unwieldy, and you can select which applications appear 

Sharing Information between AppVMs

be to share the clipboard between all windows, but then the risk 

Figure 2. Qubes Application Menu
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TemplateVMs, Persistence and Backdoor Protection

l ike ls or bash, or add extra programs that are triggered to start at 
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cron entry that launched the backdoor. Although it’s true that attackers 

running, and they would have no way to launch it again automatically.

This means your browser history and 
settings will stick around, but if an attacker 
did compromise your browser and tried to 
install a backdoor into bash or Firefox, the 
next time you rebooted that appVM, the 
backdoor would be gone.
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in that when you need to apply a security update, you just need to 

the update.

Network Security with netVMs

is the only one with an IP on the external network, it’s considered 

networks, and its Network Manager applet shows up on your desktop 

network access.

certain hosts on the network. For instance, you could restrict your 

to hosts on your internal network. Anyone who wants to attack one 
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actually let me relax a l ittle bit more than I would otherwise, because 

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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