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Secure  
Desktops 
with Qubes: 
Extra  
Protection
Find out how to make Qubes even more  
secure with a few advanced features.

THIS ARTICLE IS THE FOURTH IN MY SERIES 
ABOUT THE QUBES OPERATING SYSTEM, 

the previous articles, I gave a general introduction to 

discussed how I personally organize my own work into 

KYLE RANKIN

Kyle Rankin is a Sr. 

Systems Administrator 

in the San Francisco  

Bay Area and the author 

of a number of books, 

including The Official 

Ubuntu Server Book, 

Knoppix Hacks and 

Ubuntu Hacks. He is 

currently the president 

of the North Bay Linux 

Users’ Group.

HACK AND /

NEXT  
Shawn Powers’ 
The Open-Source  
Classroom

PREVIOUS  
Dave Taylor’s  
Work the Shell

LJ268-Aug2016.indd   52 7/20/16   10:33 AM

http://www.linuxjournal.com


HACK AND /

53  |  August 2016  |  http://www.linuxjournal.com

Split GPG

Split GPG is relatively simple to set up with the main challenge being 
that because it relies on a wrapper script, any application that calls out to 

preserves environment variables, and the latter works better in programs 

documentation on split GPG on its website that includes some diagrams, 
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sudo  qubes-­dom0-­update  qubes-­gpg-­split-­dom0 
in a dom0 terminal).

 

terminal in the vault (such as gpg  -­K
installed correctly.

Now to use split GPG, just set the QUBES_GPG_DOMAIN environment 

mail clients that may not be able to load that environment variable, you 

$  sudo  bash  -­c  'echo  vault  >  /rw/config/gpg-­split-­domain'

$  export  QUBES_GPG_DOMAIN=vault  

$  qubes-­gpg-­import-­key  somekey.asc

GPG documentation page at .
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USB VM

organizations (including governments) who were compromised because 

when you plug it in, and with its scripting language, you can program it 
to type whatever compromising keystrokes you want against your victim 

$  qubesctl  top.enable  qvm.sys-­usb  

$  qubesctl  state.highstate
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in. Another downside is that although there are services to share input 

(such as webcams or network cards) cannot be shared and can be used 

sys-­usb  dom0  ask
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is a somewhat trusted application, because you have to provide login 

URL Handlers

the shortcut, I then launch the program, and in the section where I can 
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qvm-­open-­in-­vm  untrusted  "%s"

Figure 1. Changing the Default URL Handler
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just change this command to be:

qvm-­open-­in-­dvm  "%s"

 

compartmentalization can help you isolate and protect your computer. 

Send comments or feedback via  
http://www.linuxjournal.com/contact 
or to ljeditor@linuxjournal.com.
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